Using the Scomis Remote Access Service (VPN Gateway) to access the Scomis SIMS .net Hosted Applications Service.

The Scomis Remote Access Gateway offers a convenient method to connect to SIMS .net Hosted Applications Service from almost any internet connection.  The service is secured using industry standard, Bank level SSL encryption.

The service works by logging onto the Scomis VPN web server, this website handles all of the access and programs that are required to log into the Hosted Applications Service remotely.  When you are logged in, you can start a connection to the Hosted Applications Service.  A secure link is then created between your computer and the Scomis VPN, this link is called a tunnel.  The Microsoft Remote Desktop Connection program is then started.  
The Remote Desktop program is instructed to use the tunnel that will provide a connection to your Terminal Server.  You will then be able to access your SIMS .net in the same way that you use it at School.

[image: image1.png](© https//gtenay scomis.org/indexyawsTlogout=yes p-aRCX \@ Devon County Council

Devon

County Council

Important Notice: Do not attempt to log on unless you are an authorised user. The use of these computer facilities
are monitored. All access attempts made to these systems are logged. Any difficulties logging on should firstly be
reported to your internal ICT support team.
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To use the Scomis Remote Access Gateway, the computer that you are using must meet the following specifications;

· Broadband Internet Connection

· Windows XP or later (see http://faq.scomis.org/kb3998 for Apple notes)
· Latest Sun Java Environment

If your computer already has all of the above, you can skip to page 8.
Preparing your computer

Most computers these days will already have most of the software required to access the internet, however the Scomis VPN uses applications (applets) that require the installation of a Java Virtual Machine.  The Java Virtual Machine is free and can be installed by visiting the www.java.com website.

The instructions below detail installing Java or verifying that your Java installation has been correctly installed and are based on a computer running Windows 7 Pro with Internet Explorer 9, with UAC enabled. Other Operating systems and Internet browsers may result in different screens than those detailed below. This is a one time installation, once done you will not need to do it again.
Visit www.java.com, Click on the “Free Java Download” button.
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Click Agree and Start Free Download
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Another warning message will be presented.  Click the Run button to commence the installation
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At this point you will be prompted by User Account Control and asked if you would like to allow “Sun Java” to make changes to your computer – Click Continue or Yes in the window similar to the one below
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After few moments, the Java installer will begin.  View the licence (which will open in a new tab in Internet Explorer) and click Install
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The Java installation will detect if you have the Ask Toolbar installed.  If not installed, you will be offered the chance to install it.  
Whilst this is entirely your choice, Scomis do not recommend that you install the Ask Toolbar.  It may impact the performance of your computer and may stop the required pop-up functionality of the Scomis VPN service. Untick Install the Ask Toolbar and make Ask my default search provider and then click Next
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Java will take a few minutes to install
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When complete, the software will display the completed notice.  Click on Close to continue.
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The Java Website will then ask to Verify Java Version – click on Verify Java Version
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Tick Do not show this again for this app and then click Run
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The Java Website will display a message telling you if Java has been installed correctly and is functioning
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This process of installing Java is a one time routine – you will not need to do this each time you wish to access the Scomis VPN.
Connecting to the Scomis VPN
Open Internet Explorer and type https://gateway.scomis.org into the address bar, then press the Go button or press Enter.
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Important Notice: Do not attempt to log on unless you are an authorised user. The use of these computer facilities
are monitored. All access attempts made to these systems are logged. Any difficulties logging on should firstly be
reported to your internal ICT support team.

Login Status: not logged in

usename: |

Password:

Login Service: _ default





Type in your SIMS .net Terminal Server username and Password.  Then click the Login button.
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If Internet Explorer uses a Proxy Server to connect to the internet, the above message will be displayed.  Click OK to acknowledge this message.

The below screen will be displayed when you are successfully logged into the Scomis VPN gateway.
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Click on the SIMS Terminal Server link to begin the connection to the Terminal Server.
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When the Link to start the Terminal Server connection is clicked, a pop-up window will open, Java will then begin to load secure tunnel application.
** Note ** Some internet browsers use Pop-up Blockers to prevent Pop-Up windows from being displayed.  You must set any Pop-up blocking software to allow Pop-up Windows from gateway.scomis.org.

You may see something similar displayed on your computer. If this is the first time that you have connected to the Scomis VPN service, Java will display a message asking if you would like to run the Secure Tunnel application.  Tick Always trust content from this publisher (to stop this window from displaying each time you logon) and then click on the Run button, to allow the Secure Tunnel application to launch.
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	In the pop-up window, the following information will be displayed.  When the connection has been setup, this pop-up window will minimize to the task bar of your computer.




The Microsoft Remote Desktop Connection application will then be launched. Tick Don’t ask me again for connections to this computer (to stop this windows popping up each time you logon) and click Yes
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When attempting to connect, you will see the remote desktop connection trying to connect via the secure tunnel
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You will then see the usual SIMS Hosted Applications Service login screen. Click ok and then enter your usual username and password for the SIMS Hosted Applications Service. If all goes well, you will now be accessing your schools SIMS .Net data
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See Page 13, for some common connection problems.
Common Connection Problems
Windows Firewall
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	If you have a Firewall application, this may alert you that an application is trying to access the internet.  Please allow or unblock the application, otherwise connection to the Scomis VPN gateway will be stopped.




Remote Desktop Disconnected
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	If you receive this message, check your firewall, log out of the Scomis VPN, close all Internet Explorer Windows and then try again.




Unable to Log on

If you haven’t used SIMS Hosted Application Service before, or if you haven’t used your SIMS Hosted Applications Service account for a while, your password may have expired.  The Scomis VPN gateway will not allow users with expired passwords to access the service.  You will need to use a school computer to change your password before you can log onto the Scomis VPN.

Not able to Print

Printing from a Home computer is possible via the Scomis VPN, but you will need to install a Driverless printing client. Again, this is a one time install and once done, you will not need to do it again. More information can be found here: http://faq.scomis.org/kb3082 
To install the Driverless printing software go to http://faq.scomis.org/kb6271
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There are 32bit (Driverless printing client 32bit) and 64bit (Driverless printing client 64bit) installers available. Click on the link relevant to your Operating System and click on Run when prompted
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Click on Next
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Accept the default install location
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Leave the Complete option selected and click Next
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Click on Install to begin the installation
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At this point you will get a prompt from UAC asking if you are happy to install Screwdrivers from Tricerat – say Yes or Continue
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Click Finish to complete the installation.
The Hosted Application Service Icon doesn’t work

It is likely that your Internet Browser is using a Pop-up blocker; this is preventing the Secure Tunnel from opening.  Try holding down the CTRL key and clicking the link to start the Terminal Server connection.

Further Hints for troubleshooting connection problems:

· Close all programs then try to start again, if that fails restart your computer and try again.

· Firewall, Antivirus and Security software may block the connection in their default configuration; try disabling them to see if they are the problem.

· Pop-Up Blockers and Anti-Spyware software may block the connection in their default configuration; try disabling them to see if they are the problem.

· A lot of the time people don't realise they have a popup blocker installed, the Google and Yahoo toolbar for example are installed with a lot of programs such as Adobe Reader.

· Delete your temporary internet files, if that fails try deleting your cookies.

· Although you have java installed it may have been corrupted, uninstall it completely, restart your computer then reinstall from www.java.com.

· If you have changed your default web browser to an alternative such as Firefox and are having problems try accessing with Microsoft Internet Explorer.
Unsupported Operating Systems
We have tested and support access through the VPN with Windows XP and Windows 7 but it may be possible to connect using other operating systems. We have done limited testing using Windows 8 and Internet Explorer 10 and have found that the Scomis VPN works.
There are two components which enable the access through the VPN service; Sun Java Environment and a Remote Desktop Client.

The Sun Java Environment is available for most operating systems for installation instructions refer to their website at http://www.java.com.

A Remote Desktop Client is available for the following:

· Windows 2000; Windows 95; Windows 98; Windows ME; Windows NT; Windows Server 2003 Remote Desktop Client can be downloaded from: http://www.microsoft.com/downloads/details.aspx?FamilyID=80111f21-d48d-426e-96c2-08aa2bd23a49&DisplayLang=en.
· Linux with the rdesktop client which can be downloaded from: http://www.rdesktop.org. 
· Apple OSX using the beta Microsoft RDP Client for OSX which you can download from: http://www.microsoft.com/mac/downloads.aspx?pid=download&location=/mac/download/MISC/RDC2.0_Public_Beta_download.xml.
Special note regarding Windows Vista:

· It maybe possible to connect using Windows Vista but this isn't currently supported.  At the very least for it to work you would need to disable User Account Control.

Using the ScoMIS Remote Access Gateway (VPN)
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