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Egress — An Introduction

Egress is an email encryption service that enables your school to send confidential and
sensitive information safely and securely. The recipient of your information sent by
Egress has to register with Egress in order to view the information.

Egress consists of two parts:

e A module that connects to your Microsoft Outlook email system that allows you to
securely send confidential information or personal data via email.

¢ A standalone web application that you log into online and are then able to send
emails with sensitive data securely.

Note: Outlook also enables you to send very large files and complete folders using
Egress Package Creator.

When sending emails, you can choose one of three different security levels.

These three security levels are;

e Unprotected - Emails and attachments that are sent as Unprotected will not be
encrypted. This option is not suitable for sending personal data or confidential

information.

Examples might include sending a newsletter for the school to all parents who have
signed up to receive the newsletter.

o Official - Emails and attachments that are sent as Official will be encrypted; the
recipient can copy, forward and print the content. This option must be used when
sending personal data or confidential information.

Examples may include sending a list of childrens names and addresses to a third party.
¢ Official Sensitive - Emails and attachments that are sent as Official Sensitive will be
encrypted; the recipient cannot copy, forward or print the content. This option must
be used when sending sensitive personal data or confidential information where

access to this information must be restricted.

Examples may include sending a letter about a specific pupil to a general practitioner.

If you are unsure which security level to choose you should speak to your IT Service
Provider.

At the heart of everything SCOOMOIS
we do is joined up thinking.

Your ICT Partner




Your responsibilities when using Eqress

e Ensure you don’t include sensitive personal data in the subject line of emails
sent via Egress because the subject line of emails sent securely via Egress Switch is
not encrypted.

e Check you have typed the correct recipient email address because Egress Switch
will not know if the email recipient’s details are correct.

e Check that the email recipient is legally entitled to the information included in the
email or any attachments because Egress Switch will not know this.

¢ Check that you have included or attached the correct information because Egress
Switch will not know this.

Further information about Egress can be found here
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Getting Started with Egress using Outlook

Once you have logged onto your PC, after a few seconds you see the Egress welcome
screen:

é\ Welcome to Egress Switch

Useful Links

[¥] Show this window when you sign in Close

You can perform all the actions of sending emails through Egress here such as;
o Create Package — Select this option if the file you wish to send is a large file.
¢ Create Message — Select this to create an email in Outlook using Egress.

¢ Sent Packages — You can select this to view emails sent through Outlook and
Egress.

On the bottom of the Egress welcome screen, you can unclick the tick box Show this
window when you sign in and this welcome screen will be turned off.

This is entirely up to you the individual.

To remove the welcome screen;
e Click Close.

The welcome screen will close however you will still have the full functionality of Egress.
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From now onwards, you will see the Egress icon Bl in the system tray either at the side
of your screen or at the bottom of your screen:

To open your system tray click the up arrow either at the side or bottom of your screen.

Once the up arrow is clicked, you will see the Egress icon in your system tray.

BEE o ""WemE % BE® ~ 1w

Sending an Email using Egress through Outlook

When you open Microsoft Outlook, you will see a new Egress Switch icon called Sent
Packages in the menu bar at the top:

end / Receive Folder View

7 Tgnore x w '\'kJ ; $ FEL Meeting
8= Clean Up ~ - = m -
Mew  MNew Delete Reply Reply Forward

E-mail Ttems = & Junk - All B More -

Mew Delete Bespand

Note: If you do not see the Egress Switch icon, or Egress is not working, please refer to
the flow diagram below.

Egress is not working
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To send an email:
There are two very important aspects of sending an email using Egress.

e The subject header must not contain any person identifiable information as the
subject header is not encrypted.

¢ If you are sending emails to multiple recipients use the Blind Carbon Copy (Bcc) so
that recipients cannot see any emails to other people.

From the main Outlook window;

e Click New E-mail.

new email box.

A drop-down box will open:

M 1 i
=5 Calibri [Bod ~
2 @ 0. =
|Unselected| Message Paste
| - | Restrictions - _}Furmat Painter Bi£ a1

| l? Unselected
= ouhave not made a selection. Please select either
Unencrypted or Encrypted,
., Unprotected

This email and attachments will hot be encrypted, Mot
suitable for sending personal or confidential data,

=y Official
This email and attachments will be encrvpted, The
recipient can copy, forward and print the contents,

Official Sensitive

[ This email and attachments will be encrypted. The
recipient CANMOT copy, forward and print the contents,

e Click the appropriate security level required from the available options: Unprotected,
Official, or Official Sensitive.

¢ If there are any time restrictions to be added to the email, click the Message
Restrictions icon next to the? Unselected icon.

Message

26

Unselected  Message
Restrictions

Egress Switch
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An advantage of sending an email through Outlook using the Egress module is that you
can specify how long the recipient will have access to the information contained within
the email.

For example: You may only wish the information to be available to the recipient for two
days.

To set Message Restrictions:

Message

Switeh

&
e Click the Message Restriction Icon. ==

A pop up screen will display for you to set the restriction.

[%] Message Restrictions X
A message that has expired or is not yet valid can only e accessed by the
package author,
[ Valid From: 2o tonuary 2012 B[ E]
Valid Unil [1 sonuary 2012 [B7] e E]

January 2018 v
Mon Tue Wed Thu Fri Sat Sun

EE 1 2 3 4
1 Today: 29/01/2018

e Valid From: Select the date you wish access to start from by clicking the down arrow
which will open the calendar. Click the date you require.

¢ Valid Until: Select the date you wish access to be valid until by clicking the down
arrow which will open the calendar. Click the date you require.

e Click OK.

Now that you have selected the level of security and set any message restrictions you
can now;

e Type the subject and body of the email.

e Click Send.

Note: It is essential that you think about the recipient before typing any of the content
of your email. Select your level of encryption before clicking send. You may not notice

Egress has failed to load if there is a glitch. If you rely on the Egress encryption “pop-
up” box it is possible you could send sensitive information without encryption.
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Revoking an Email through Outlook

If you send sensitive information or an email to the wrong person, you can revoke
emails that have been sent with the security level of official or official sensitive.

It is recommended that you revoke the email as soon as you realise a potential data
breach. You can resend the email after but by revoking access first may prevent
sensitive data being leaked.

Note: It is not possible to revoke mails sent with the security level of Unprotected.

e From the Outlook main window, click the Sent Packages icon. -«
¢ Right click on the email you want to revoke from the displayed list.
Note: ltems sent will have a green tick next to the email Package Label.

e Select Revoke Access.

Your recipients can no longer access this email. The icon will change to a locked
version as below;

# Package Label

1 Armm A= A e
1 | g GM-150617-124306
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If you send messages from a Shared Mailbox, it is not possible for an individual user to
revoke email from a shared mailbox, although this can still be done by a mailbox
administrator (usually a manager) by using the Egress web portal.

Contact your IT Service provider if you require shared mailbox set up.

e Log into the Egress web portal, via the link here

e Click on Sent Packages.

e Find the email you want to revoke access to and Double- click it's Package Label.

This will open a pop-up window containing details about the email.

{5 DG-171127-130720 Properties = O X

Package Properties

Properties | Access | AccessReports | Audit Events

\\\\\\\

‘‘‘‘‘‘‘‘‘‘‘‘‘‘

Cancel

e Click Status and change it to Revoked.
e Click Save Changes.

A message will appear at the top of the screen to indicate the package has been
updated successfully.

e Click Close.
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Your recipients can no longer access this email. The icon will change to a locked
version as below;

# Package Label

It is possible to see whether or not someone has opened the email and viewed the
content using Access Reports.

This is especially important if you have realised that you have sent the email to the
wrong recipient and want to check if they have accessed the information.

To check Access Reports:

From the Outlook main page:

¢ Click Sent Packages.

e Double Click the Package Label of the email you wish to check.
e Click Access Reports.

The delivery report window shows the dates and times of any accesses as well as the
email address it was read from.

& DG-180129-131705 Properties = [m] X

Package Properties

Properties | Access AccessReports  Audit Events

The package was accessed by the following recipients: Refrech

FirstAccess Last Access User Iformation

& 290an201871378  29an 20181318 David Goff (davidgoff 1602@btintemet.com).
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Replying to an Email through Outlook

When replying to an email you will be asked to select a security level. It is best practice
you select the security level before you send the email.

To reply to an email:
e Select your email you wish to reply to and highlight it.
¢ Click Reply from the top of your Outlook page.

o Select a level of security by clicking on the? Unselected icon in the top left of the
email box.

I?

Unselected

-

Egress

A drop-down box will open:

[ ] i ot

=5 - Calibri [Bod: -

2 @ B oot
|Unselected| Message Paste

| - |Restrictions - jFUrmatPamtEr B LU

| l? Unselected
= ouhave not made a selection. Please select either
Unencrypted or Encrypted,
., Unprotected

<
1,7_ This email and attachments will hot be encrypted, Mot
suitable for sending personal or confidential data,
=y Official
d This email and attachments will be encrvpted, The
recipient can copy, forward and print the contents,

Official Sensitive
[ This email and attachments will be encrypted. The
recipient CANMOT copy, forward and print the contents,

¢ Click the appropriate security level required from the available options.

¢ [f there are any time restrictions to be added to the mail, click the Message
Restrictions icon.
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Message Restrictions are described in the section Setting Message Restrictions.

e Type the subject and body of the email.

e Click Send.

Note: It is essential that you think about the recipient before typing any of the reply.
You may not notice Egress has failed to load if there is a glitch. If you rely on the Egress

encryption “pop-up” box it is possible you could send sensitive information without
encryption.

Package Creator

You may have large documents or a folder of documents that you wish to send by
email. Unfortunately, Outlook only has a small amount of size to send documents
(about 10 Mb).

In Outlook, you can use Package Creator to send any email with an attachment that is
larger than 10 Mb.

Note: If you are sending information using Package Creator, you are not able to ‘blind
carbon copy’ (bcc) so recipients will be able to see who else has received the email.

To access Package Creator:

Click the up arrow on the right side of the task bar. .

A panel will open (see below).

Customize..,

14:30
28/06/2016

e L

e Click the Egress Switch icon. 2
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e The Egress panel will open (see below).

& switch’

Viersicn 460 (Buid 14194)

David Goff
david.goff@devon.gov.uk

AR
a_p Create Package
i

ﬁ, Create Message

& Sent Packages
.n.ﬁ' Settings

o Select “Create Package”. The package creator window will open (see below).

=} [DG-180129-140231] Package Creator — O X

. B D © =

Restrictions AddFile  AddFolder Deleic Address Book  Sent Packages

Tou user]l @example.com; user2@eample.com; *@example.com

Create

Subject: | Entera

Tags: | Assign cust

DG-120129-140221 MName & Size Type Medified

Mo files
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To compose your email:

e Click To.
J 3 Address Book - O p. 4
i
Search Address Book
dawvid goff x Outlook contacts o
MName Display Mame Email Address Compary
David Goff David Goff david goff@devon.goviuk  david goff@devon.gov.uk Devon County Co...
New... Edit... Delete
To->
0K Cancel
Nao files
| B R ey o S o Gy S ———— R\ R G P ety o U ey S S - —

P T —

Note: The Search area and the Address Book may not be used in your organisation so
typing a name may not bring up any results.

e Click To.
o Type the email address of your recipient in the text field.

If you wish to send the Package to other recipients, put a ; after each typed email
address.

Once you have typed all the email addresses of your recipients;
Subject: Enter details of your email.
Note: Do not enter any personal details as the Subject header isn’t encrypted.

e Click Ok.
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e Click Add Folder.
e Select the folder you wish to send.

e Click Ok.

e Click Add File.

¢ Select the file you wish to add.

e Click Ok.

Once you have added the folders and files you wish to send;

e Click Create.

You will receive notification that the Package Creation is complete.

¢ Send a notification to the Package recipients — Tick.

B (D6-180129-140231] Package Create o

Package Creation Complete 0

+ Package DG-180129-140231 with 3.9KB in 1 files was created successfully

~ Package creation tock 0 seconds

Copy download link to clipboard

[] send a notification to the package recipient(s)

Finish

e Click Finish.
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An Outlook Email Template will be created for you to add a message etc. in the usual
way to send an email.

Note: You should still select your level of security by clicking ?Unselected first before
composing your email.

BHEHT™ s e |= Switch Secure Package - Message (HTML) %
File: Message Insert Options Format Text Review HPE Records Manager @
3 % C P P w5 ggﬂ sigjj i @ lm ?' ¥ Follow Up -
- " 3 Cop; - — ¥ High Importance
Unselected Message | Paste _ B 7 U % A £= 5= Address Check | Attachfrom | Aftach Aftach Signature z
b Restrictions 4 t Painte = Book Names | OnBase File  Item - # Low Importance
Egress Switch Clipboard Basic Text Names OnBase Include Tags 2| Zoom
From ~ | Microsoft Exchange
1= To.. | | davidaoff1602Ebtnternet.com
Send .
|
Subject: | Switch Secure Package
A secure file has been sent to you using Egress Switch.

Visit https://reader.egress.com/remote.aspx/dacd5ddfac7f43b5840d86ad7b708bae @devoncc.egressesi.com to access it online.

You will need to create an Egress Switch ID and password. This takes approximately 1 minute and will only be required once.

€ See more about: davidgoff1602@btinternct.com.
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Using the Eqress Web Portal

Egress can also be used online using the dedicated Egress Secure Data Exchange web
portal.

You will need to register with Egress first by clicking on the link found on the Login pop
up dialogue.

If your customers need to register with Egress they can sign up here

The page is very simple.

7. switch® | registration {3 Sian in lo Switch

Sign Up

@) Please enter your details below to create a new Egress Switch user account Join our Trusted Network
Egress products and services are used

ain com | by Governments and trusted brands
z | around the world.

Email (Switch ID)* [bs
[Fi

First name:

Sign up for your free account and
= 2 discover how Egress Switch has
Phone number: | #4455 5555 5555 | changed the way we share confidential
We il nof eontact you unless you forget your password and securily questions data.

Last name:

Email me about product updates and services from Egress

Account Benefits
e Choese a strong password to protect your identity_ Your Switch ID s a secure identity
This allows you to read and reply to

Password [Password | encrypted emails as well 3 access
B ondim password] [Confim passs ‘ large ﬁ:es that have been sent to you
securely.
Minimum & charscters, with st least 1 lower case and either 1 upper case / number

. * Select your own password &
Question #1: ‘ What is the maiden name of your ? Vl security questions
Answer #1 [Answer # ‘ + Read & reply to encrypled emails

for free

Question #2: ‘ Where did you spend your honeymoon? \/l « Track in real-time when your
Answer #2 [y — ‘ secure emails or files are opened.

[ I have read and agree with the Egress Privacy Statement

Still not sure?
« Don't worry we will never share
your details with a 3rd party.
- We promise not to contact you
unless requested to do so

Learn more about Switch

Administration Panel | Web Access | Download | Privacy Policy | Legal
© 2009-2018. All rights reserved. Egress Software Technologies Ltd. (WEB1)

Once completed you can then access the Egress Web Portal here

From here you can log into the Egress Portal.
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From the Sign in page enter the following:

¢ Switch ID: Enter your Switch ID in the text field. This is usually your email address.
e Password: Enter your Password in the text field.

o Click Sign In.

Once you have signed in:

e C(Click Web Access.

You will be presented with the Egress Home Page.

Welcome to Switch Web Access

Switch Web Access is an online service from Egress Software Technologies for reading and composing secure emails in the browser.

B ow
Learn more

(@ Compose a Secure Email 2. Upload a switch File

# Compose a Secure Email
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The Egress Home Page consists of several links on the right hand side of the page,

Home Home: Whenever you click Home, you will be navigated to this page.
Compose Compose: If you wish to compose and email, Click Compose.
Drafts Drafts: Any Composed emails not sent but with the intention of being sent later will be stored here.

Received ) Received: Any emails you have received will be stored here and available to read.
Sent Sent: Any emails that you have sent will be stored here.

Settings Settings: Here you can delete your message history. You can also prevent access to your internet history
from your browser.

Help

High contrast

You can save this page by bookmarking it on your internet browser if you wish to do so.

e Click New Secure Email.
e From: Your email address will be pre-populated.
e To: Enter the recipients email address.

Note: Ensure you type the email address correctly and make sure it is the correct email
address for the person you are sending it too.

e CC: Enter the email addresses of people you wish to copy into the email.

Note: Any recipients that aren’t registered with Egress can register with Egress free
when they receive notification of email received.

e Subject: Enter details of your subject matter in the Subject header.

Note: The Subject header is not encrypted. Do not enter person identifying information
in the subject header.

o Attachments: Click Choose Files and add any files you wish to send.
Note: If you wish to receive a copy of the email you can click Send me a copy.

You can then add details of your email in the large text field. You can also edit font size,
italics, and format your message from the message header.
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Once you have composed your email:
e Click Send Secure.

A message will display on screen advising you the message was sent successfully.

«” Message Sent Successfully

Your secure email, DG-180110-133556, has been sent successfully to 1 recipient
> A copy of this message was also sent to davidgoff1602@btinternet.com
What would you fike to do now?

o o |

You then have the option to view message, compose another email or close.

Note: Clicking Close will take you to your sent email folder.

The Egress Web Portal essentially sends emails on your behalf.
If you have;

¢ entered the recipient email address incorrectly or;

¢ the recipient email does not exist,

Egress will not send you a Non-Delivery Report to advise you that the email has not
been sent.

Important: Ensure that you have typed the email address correctly or confirmed the
email address is correct for your recipient(s).
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If you wish to send large files or complete folders, you are unable to do so through the
Egress Web Portal.

The Package Creator facility is only available through Egress when used through
Outlook or using the icon on your PC’s system tray by clicking the up arrow and clicking

the Egress icon.

If you have any issues with Egress, please contact your IT Services provider.
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